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Message Text 

CONFIDENTIAL 

PAGE 01 MBABAN 01595 091247Z 
ACTION OC-06 

INFO OCT-01 AF-10 ISO-OO CCO-OO SY-05 /022 W 

050230 091252Z/64 

O R 091100Z MAY 78 
FM AMEMBASSY MBABANE 
TO AMEMBASSY PRETORIA IMMEDIATE 
INFO SECSTATE WASHDC 4705 
AMEMBASSY NAIROBI 

CONFIDENTIAL MBABANE 1595 

PRETORIA FOR RSO, DEPT FOR OC, NAIROBI FOR RCO 

E.O. 11652: GDS 
TAGS: ASEC, WZ 

SUBJECT: REPORT OF VIOLATION 

REF: 5 FAM 994.1 

1 . AT 0735 HOURS 09 MAY 1978 THE COMMUNICATIONS AND RECORDS 
VAULT DOOR WAS DISCOVERED UNLOCKED BY THE COMMUNICATIONS AND 
RECORDS OFFICER, CHARLES L. OXENDINE. FOLLOWING IS HIS STATEMENT. 

"AT 0735 HOURS 09 MAY 1978 THE COMMUNICATIONS AND RECORDS 
VAULT DOOR WAS DISCOVERED TO BE OPEN BY CHARLES L. OXENDINE. 
COMMUNICATIONS AND RECORDS OFFICER. MR. JAMES R. WACHOB, 

CHARGE WAS NOTIFIED AT 0740 HOURS 09 MAY 1978. MR. WACHOB 
ARRIVED AT THE EMBASSY AT APPROXIMATELY 0755 AND HE AND 
MR. OXENDINE ENTERED VAULT AREA. 

WHEN I DISCOVERED THE VAULT DOOR OPEN I IMMEDIATELY MADE A 
CHECK OF ALL DOORS AND WINDOW GRILLS. ALL OF WHICH WERE 
FOUND TO BE SECURED. UPON ENTERING THE VAULT AREA WITH 
MR. WACHOB IT WAS FOUND THAT ALL SAFES NORMALLY SECURED 
WITHIN THE VAULT AREA WERE LOCKED AND NO EVIDENCE WAS 
DISCOVERED OF ANY ATTEMPT AT FORCED ENTRY. I BELIEVE 
CONFIDENTIAL 
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NO COMPROMISE HAS TAKEN PLACE, BUT POSSIBILITY CANNOT BE 
DISCOUNTED." 

2. POST EVALUATION: LAST OFFICER LEAVING EMBASSY LEFT 
AT APPROXIMATELY 2150 HOURS 08 MAY. IT IS ASSUMED 

VAULT DOOR WAS IN AN UNLOCKED STATE FROM APPROXIMATELY 
2150 HOURS UNTIL DISCOVERED BY CRO AT 0735 HOURS 09 MAY. 
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THERE IS NO EVIDENCE OF FORCED ENTRY DURING THIS PERIOD 
AS WINDOW GRILLS AND DOORS (INCLUDING GRILL DOOR ENTRANCE TO 
RESTRICTED AREA) WERE FOUND LOCKED. 

3. JF-11, AND IF- 12 WILL BE FORWARDED TO RSO PRETORIA 
SOONEST. 

4. COMSEC INVENTORY HAS BEEN TAKEN BY CRO AND NOTHING 
FOUND MISSING. 

WACHOB 
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